HRMS Interface File Transfer

SFT Server Login and File Transfer Instructions

Accessing Files

Option 1: Web Browser
1. Open a web browser (i.e. Internet Explorer or any web browser with encryption
capability).

2. Enter the URL.:
a. Use the following URLSs:

1) To access the system in production, type in URL https://sft.wa.gov/
2) To access the system in test, type in URL https://sft-test.wagov/

Option 2: Tumbleweed SFT Client
1. To use this option, a licensed copy of Tumbleweed SFT Client software must be installed.

2. Open the Tumbleweed SFT Client

3. Use the following information to connect to the SFT server:
a. Hostname: sft.wa.gov

Option 3: Third Party RFC2228 Compliant SFT Client
1. To use this option, a third party RFC2228 Compliant SFT Client software must be
installed.

2. Open the third party RF2228 Compliant SFT Client.

3. Use the following information to connect to the SFT server:
a. Hostname: sft.wa.gov
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Logging In

With any option, the following Login page will be displayed. Use the login ID and password
provided by HRMS to your Change Agent to log in. Follow the DIS protocol of using only
lower case letters.

< SFT Server - Microsoft Internet Explorer

File Edit Wiew Favortes Tools Help ;’,‘

eBack v @ @ @ fb pSearch *Favorites @ @' :!\; - EJ ﬁ '3

Address @ htps: st wa.gov) v| Go | Links *

SFT Server

Authorized Use Only
sft.wa.gov

Login
Password: l:l

Changing Your Password

Upon successful initial login, you must change your password. The following screen will be
displayed for that purpose:
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2 SecureTransport Change Password - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help ax
O © M@ G| P frron @3- % 8- UK B

Aiddress [ €8] httpsiffsft.wa,gow] B unks
Tumbleweed SecureTransport & Tumbleweed’

| Welcome to SecureTransport Logout

Password must be changed as follows:

* Password must have at least § characters total.
o Password must have at least 2 alpha character(s).

e Password must have at least 2 numeric character(s).
« Password must have at least 2 special character(s).

Browser users will have to reauthorize after change.

Change Password
Old Password: |

New Password: |
Retype Password: |

Viewing the Directories

The next screen will display the two agency folders to be used for all HRMS file transfers.
a. in—used for all file transfers from an agency to HRMS
b. out - used for all file transfers from HRMS to an agency

A Directory of /hca - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help #
@Back - \_} \ﬂ @ :_h /.:W Search \iE’Favorites {f} E:’:v :;__ ‘54_] - ._’J ﬁ ﬁ
Address @ https: {fsFt.wa, gov/heaf?T V| Go | Links *
Tumbleweed Securelransport & Tumbleweed
=g
hca

| |(Brawse.. ] [ UploadFile | [ SetASCH | [ Changs Password |

Name Size [B] Date File Options
Clin Jun 18 19:57
Claut Jun 1900:15
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Uploading Interface Files to HRMS

IMPORTANT: The following file naming convention must be used or the file will not be
processed:

NNNNNNNN_MMM_TimeStamp

Where:
NNNNNNNN is an eight digit name that uniquely identifies the interface
MMM is a three digit abbreviation that uniquely identifies the agency
YYYYMMDDHHMMSS is a Timestamp format

Interface identifier:

N NN NN NNN

| I | |

| | | |

Direction: File type: Functional Description: Interface
“1” for inbound ”1F” for “PA” Personal Administrator Number
“O” for Outbound Interface “PY” Payroll

“TM” Time Management

“OM?” Organizational Management
“BN” Benefit Administration

“CP” Compensation

The entire file name, including the timestamp, is supplied by the agency.

Example: IIFPY016_AGR_2003121212111111

1. To start the process of uploading a file to HRMS, click on the “in” directory to display the

following screen:
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@

&

2N Directory of faudfin - Microsoft Internet Explorer

CEX

File Edit Wiew Favorites Tools  Help
eBack X '\__,e} @ @ :h /:\ Seatch ‘-?'Vnz’Favorites ﬁ [:v "_‘f' ‘y_fl ¥ I_,J ﬁ ‘3
address @https:,l’,l’sft.wa.gov,l’aud,l’in,l’?T V| Go Links **
Tumbleweed Securelransport & Tumbleweed
=y
(= aud
& in
|(Browse.. ] [ UpleadFile | [ SetASCH | [ Changs Password |
Name Size [B] Date File Options

2. Click the “Browse” button. This will display the following window, which lists
available files. Select the file to be uploaded and click “Open.”

=l Directory of faudfin - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

@Back = \__,-*} @ @ f_h /‘:\ Search \E:'s’Favorites @ E_'_:v :;? ﬂ > I_,J ﬁ ﬁ

Address |@ htkps:fsft.wa.goviaudfing?T V|G0 Links >
& Tumbleweed’

=1

au

T

B in

|C:\Temp\OIFF'YF'1D_DOF'|L Browse.. | [ Upload File ] [ Set ASCI ] [ Change Password ]

Date File Options

Name Size [B]

é 0 Inkernet

Tumbleweed SecureTransport

@ Done

3. The selected file name will appear in the textbox to the left of the “Browse” button:
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2 Directory of fdotfin - Microsoft Internet Explorer

File Edit View Favorites Tools Help #’
@Back b > | \ﬂ @ :;j /_W Search ‘iE’Favorites {f{ : ':v .,__‘:; ‘y_.r] & _J ﬁ ﬁ
Agdress@https:,l',l'sft.wa.gov,l'dot,l'in,l'?T V|G0 Links
. &
Tumbleweed SecureTransport & Tumbleweed
I Welcome to SecureTransport Logout
=y
= dot
& in
| |(Browse.. | [ UploadFile | [ SetASCH | [ Change Password |
Name Size [B] Date File Options
OIFTMO01 DOT Tit 2008051617 1258 UploadSuccessful 530 Jun 16 17:10 k4
OIFTMO0T MAR Tikd 20080617 170530 UploadSuccessful 530 Jun 17 17:02 ke
i
5§|Done é 0 Inkernet +

4. Click the “Upload File” button to upload the selected file into the “in” directory.
Confirmation of a successful upload will consist of an empty file with “.UploadSuccessful”
appended to the original file name (see window below). Since the original file may be
moved out of the “in” directory immediately, an “.UploadSuccessful” file may be the only

assurance that the upload was successful. The absence of an “.UploadSuccessful” file
indicates a failed upload.
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23 Directory of fdot - Microsoft Internet Explorer, |E|E||z|
File Edt View Favortes Tools Help a
Qi OB @] Do frroene @3- % -l B
Address @ hittps: ffsFt.ma,gavidat/?T vIB e ks ®

Tumbleweed SecureTransport & Tumbleweed” =

| Welcome to SecureTransport Logout

v

[ \(Browse.. | | UYploadFile | [ SetASCl | [ Change Password |

Name Size [B] Date File Options
Clin Jun 17 17:02
Clout Jun 18 20:55
v
@ é ‘ Inkernet :

IMPORTANT: If afile is uploaded in error, contact DOP for corrective action.

Downloading Interface Files from HRMS

1. To download a file from HRMS, start at the Directory screen that displays the two agency
folders to be used for all HRMS file transfers:
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2 Directory of fdot/out - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back - -\_’) @ @ :h /':W Search "-:}f‘:g"Favorites @ E___;v :;?. ‘f{] & I_,J ﬁ ﬁ

Address @ https: fisft.wa,govidotfout/* T hd | Go Links
- &
Tumbleweed Securelransport < Tumbleweed
=y
- dat
% out

| |(Browse.. ) | UploadFile | [ SetASCI | [ Change Password |

Name Size [B] Date File Options
EIQIFCPO30 DOT RAN 20080615152006 4723430 Jun 1818:17 =
) OIFCMO10 DOT ALL 20080615194628 9805630  Jun 16 20:42 %
COIFOMI25 DOT JOB 20080618152006 726525 Jun 18 19:04 = ||
OOIFPANDY DOT ALL 200806161950532 063670 Jun 16 20:55 %
¥
@ é 0 Inkernet +

2. Click on the “out” directory to display the list of available files. The following screen will
appear:

A Directory of fout - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help z’

- . L T »
@ Back - -_J @ @ :h p Search \‘?/r\\'{‘ Favorites e Media @ Drj{ - :\?,. @. Lirks
Address @ https:f/sftservernew, wa, goyfout/?T hd | Go
GOOS]C = | v | % Searchweb - @ B 1442 blocked E Akl E Options 47

]

Valicert SecureTransport Valicert

Welcome to SecureTransport Logout

=

& out
| | Browse.) [ UploadFile | [ SetASCH | [ Change Password |
Name Size [B] Date File Options
OIFPYDTE AGR 20031212121111 382 Sep 07 1549 5
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3. Select the file to be downloaded. Click the symbol in the File Options column on the far
right of the screen to display the Download and Delete Files screen:

2 SecureTransport File Options - Microsoft Internet Explorer

File Edit View Favorites Tools Help -:,'
a — n - T »
eBack M > ) \ﬂ @ (n /.JSearch “‘}:‘\'_(Favorites @Media @3 [’\v :\/‘ — &, Links
Address |@ https:fisftservernew wa, gov/out/IIFFY016_AGR_2003121212111170 V| Go
Googlev | v| %Search Web - @ El 1442 blocked EOptinns
-
. [/
Valicert Securelransport D
Valicert
Welcome to SecureTransport Logout
=
= out
O IFFYD16 AGR 2003121212111

Download and Delete Files

Download as: application/octet-stream
Download as: text/plain
Download as: text/htrnl
Delete: foutAIFPYOTE AGR 2003121212111

4. The Download and Delete File screen provides the following options:

a. Download as: application/octet-stream: allows the file to be saved to the
destination folder or opened immediately (Appropriate software to open the
documents is required. A menu of software options to select from will appear in a
window on the screen.)

b. Download as: text/plain: allows file to be opened in plain text format within the
browser

c. Download as: text/html: allows the file to be opened in html format within the
browser

d. Delete: deletes the file from the directory

5. Click on the preferred option to either download or delete the file.
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